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ABSTRACT

Using OAuth protocol, third-party applications on the Android operating system use user’s credentials or access tokens
that have access authority on user’s resources to gain user’s account and personal information from account information
providers. These credentials and token information are stored in the device by the OAuth data management method provided
by the Android operating system. If this information is leaked, the attacker can use the leaked credential and token data to
get user’s personal data without login. This feature enables the digital forensic investigator to collect data directly from the
remote server of the services used by the target of investigation in terms of collecting evidence data. Evidence data
collected at a remote location can be a basis for secondary warranties and provide evidence which can be very important
evidence when an attacker attempts to destroy evidence, such as the removal of an application from an Android device. In
this paper, we analyze the management status of OAuth tokens in various Android operating system and device environment,
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and show how to collect data of various third party applications using it. This paper introduces a method of expanding the

scope of data acquisition by collecting remote data of the services used by the subject of investigation from the viewpoint

of digital forensics.

Keywords: Credential, Data Acquisition, Digital Forensics, Login Bypass, OAuth Protocol
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User Application Service Resource Server

| s18 AHE-

DN B R

User requests application service
®
Application requests user’s resource
) <
User provides credential to authorization
N©)
=
N Server returns single-use authentication code
)
— | User provides single-use authorization code
O]
Application requests user’s resource to Server
using single-use quthentication code with
Application’sID and Secret . ‘,E\)
> (6
Server returns access token about User’s
P resource
(7) -
@
Application requests user’s resource using
access token -
s Server returns user’s resource
()«
@ __ Application provides it’s service to user

Fig. 1. Third party application authorizati on
process using OAuth protocol
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Table. 1. List of analyzed Android based
devices

Android | Device | Android | Kernel Build
device Model | version | version | number
Samsung | SHV- 4.4.9 3.4.0-2933 ]53{303'54}1{9}?}{
Galaxy S4| E330K 244 UCNJ1
Samsung SM- 70 3.10.61-11 219%;)98&
Galaxy S6| G920S 594515 USEQF3
Samsung | SM- 70 3.18.14-11 gg%gg{l\l/ls
Galaxy S7| G930S 698140 1DAGL

LG-
LG G4 F5008 5.1 3.10.49 | LAY47D
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Device | Application | Package Version
& Model name name name
o com.tencent
’ Tencent QQ “mobileqai 5.2.1
POy com.google.
= Goggle  |android.gsf.l 7'13;2862421
- ogin .arm
com.nhn.an
G930S Naver droid.search 8.2.3
com.tencent
Tencent QQ mobileqqi 5.2.1
Fig. 2. Android Virtual Environment (Mumu com.google. 713.98 21
version 3.3.1) Goggle androi_d.gsf,l 'ar'm6'4
ogin )
LG-
P800S | Naver |commbnanl o
w13 | zRE0 owen oad roid.search
[nITES com.tencent
Tencent QQ “mobileqqi 5.2.1
Clghol 2 &% AEEY ~  SAMSUNG Galaxy 56 -
IMEI £F |35853206419652EI FL=)
2unc 3.2 2l=20|E EQ9| TFz|HM 2
EMAEE KT Freetel Co. Ltd. -
ANIEEEHE £F +8201040114373 ELE-) 3'21 L-HOIH-I 71|XO.| E-E'IEIillAE:’ _E_IS!
JIEH
A 3z ZE]
. Holuli= vje] vlmAQl ERAfolER A4 o
LEEFHE a CIEE0IE YT EAM x1_]_ ‘ji] “F‘F-/—Y\—‘Til_u‘u& O]"/]E}- —?_'_iv—l, ?}Eﬂ % O 6‘ ‘]H]
TH S EA o A2 E315 o 2 ‘Q K‘]E_-‘ﬂ‘ﬂ A‘]H]/\—E— Xﬂiﬁ‘hl]— 1:]]0]1:}-]—— :—[ILLH

ROOT 2C

E

Fig. 3. Settings of virtual environment
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S skt
Table. 2. List of bypassing login possible
application
Device | Application | Package Version
Model name name name
com.google.
Goggle android.gsf.] 7.13.28.16
. .arm
ogin
SHV- com.nhn.an
E330K Naver droid search 8.2.3
com.tencent
Tencent QQ ‘mobileqq 5.2.1
com.google.
Goggle android.gsf.] 7.15.22.21
SM- . .arm64
ogin
G920S H
X com.nhn.an
Naver droid.search 831

64%°] A2 A A
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<ol OAuth 2791 A¥]~ APIE AlgstaL
SATH8) o] = °&£i°]£°ﬂﬂ A=
OAuth Z#9ld e vy Edgk uhis 2148
gk, AREAE vlo el 21lE st vo]H
Aujz~e] =E|HA AR7E /data/system_ce/0,
/data/system_de/0 F Zt]] ZAQ 8=
accounts_ce.db, accounts_de.db dloJeflo]x
of AA=T} Fig. 4, Fig. 5, Fig. 6 AA k=
Holr ~ntEE 77| (A S6: SM - (G920S)
of A delw =1l =AY W4 DB
Browser for Salite(9) Z=ozlog Iqlgt 2

s},

77t

Fig. 4+ accounts_ce.db ¥4 accounts
glo] Lol EAfst= dlolelelt. sid Hol&elA )
_id name type password
113 ‘slcileSA@g com.google 22353\‘{‘/0@
2|5 stcis221 com.nhn.android.naveraccount
Fig. 4. accounts_ce.db of Naver login crede-

ntials (/data/system_ce/0/accounts_ce.db)
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A Hole £41 g Q7

_id accounts _id key value
EE | EE] [ZH | ElE]
1 178 A kay_tokenvalid valid
2 177 ) kay_tokensecrst zvie80vYigwG
3 180 5 key_token_created 1511020620
4 174 g key_token_changed 1511020520
ABBSRIRL
5 176 g key_token sivPusgllpT--
B 55 3 services talk friendvie

Fig. 5. Extra credentials of Naver(/data/system_

ce/0/accounts_ce.db)

ol A W Zedd IDE A 5 9}

Fig. 5+ accounts_ce.db Z}d2] extras Hl°]
& gloll EAlgle =W AR} dolw = 9Ad
Do} U3 Wz e viAE accounts_idE 714
I A dlelelEe]l EAsH, dlT dlolElES )
olt] ¢ Au|xel] 219l3ly] 918 Fag 2ol =2
guld 2 29 F o]8% ¢ ole Au|ae) I
A AP EE HEsha gl

gt=Rol= WA 7.0 A7HA+= OAuth 33 =e]
WA AM7L /data/system/0/accounts.db s}l
°ﬂ ol,‘,Lz—]vi ;ﬂ;(]-ﬂo% 014_ o]._iol H—]Z-] 7. O_’_
B accounts_ce.db, accounts_de.db F 719
DBl v¥lel AR} Fig. 62 ¥4 34
(Android 7.0)¢l4] HE=Z IA=EE F94 b

_id accounts_id type authtoken

[ [=H |EE EE
[, S0 GOWavixldrdlNAN--
2 2 LSID GOWavgr7OINDok: -
3 3 com.google.andro- GOWsvixldrdbMNaM--
4 4 com.google.andro- GOWsxwgr?OINOok. -
5 10 com.google.andro yva29.Gmy1BEYSh--
5 14 com.google.andro yald GooBtOSaZ
7 15 com.google.andro--- GOWsvuhZPrevnk---
g 22 com.android, vendi--- GOWswrwuDEISEK- -
g 24 com.google.andro--- GOWswkSBhI RN -
10 26 com.google.andro-- \ch?ivnﬁT;n;;thtijT--
127 com.google.andro-- GOWsvahCRB4ho -
12 289 com.google.andro- GOV T SKT wip--
13 30 com.google.andro- yaZ9 GowBtaShy---
14 3 com.google.andro- INVALID_TOKEM
15 33 com.google.andro GOWRymkuCwalR
16 135 com.instagram.an---  ewJhbGeiOdsUz1 -
17 157 com.google.andro--- ya29, GowBvaASCR---

oJefr}.
twpe arevious_name rd_entry _time_|
|EE] |EE] |EE]
1 com.nhn.an 1511020519824

Fig. 6. accounts_de.db of Naver login crede-
ntials (/data/system_de/0/accounts_de.db)

322 7= AE F=2|dl 24

T2 ZAEe] A= Al OHH 37l ol
oAtH(10). Fig. 7, Fig. 82 t=Rol= FHAefA]

+8EE 7 AR ZEdd 2 OAuth B2 A
BE yehinh gy Z2]€94d 2 OAuth B2
do|e]7} AAE = ARE gl 2o|= B{xHZ Ao
3te, 4geln) F4d),

_id name type password

EE |EE] ER |EE]

aas_et/AKppiNYokoeOpbe(i-
PZUAoB0}VgQ3FeBovIdBGZEOCRSEe 7aViDel -ZX.

13 sicis1234@g- com.google

Fig. 7. account table of Google login credentials
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OAuth ZE#EAd AHRE S
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r,H 3 24 E/K]

o1g Fhsshvl AT
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W 913 (Wechat)3} H&e] 714 o]
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Fig. 8. authtokens table of Google login crede-
ntials
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databases, /data/data/com.tencent.mobile-
qqi/files, /data/data/com.tencent.mobileqqi
/shared_prefs £°|™, ©]F files Z¢] el &4
3= ConfigStore2.dat =}dell ARgAl AR ol ol
gk Ze]dlde] AAEE 3t Wiel EAh= A
2k 29l BEE 3e AEshe e AR
olot], Ao sdsls AA AR} A maf
d 7]71¢] IMEI(International Mobile Equip
ment Identity) gte] A AR8-%c}.

ie;oflteskti data/data/com. tencent.mobiTeqai ¥ Is -1

otal

drwxrwx-=x 2 u0_a188 u0_a188 4096 2017-11-22 03:43 app_installed_plugin
drwxrwx—=x 2 u0_a188 u0_a188 4096 2017-11-22 03:43 app_lib

druxrwx-=x 2 u0_a188 u0_a188 4096 2017-11-22 03:43 app_odex

drwxrwx==x 2 u0_a188 u0_a188 4086 2017-11-22 03:43 app_plugin_download
drwxrwx—x 2 u0_a188 u0_a188 4096 2017-11-22 03:43 app_plugin_info

drwxrwx==x 2 u0_a188 u0_a188 4096 2017-11-22 03:4

druxrwx-=x 4 u0_a188 u0_a188 4096 2017-11-22 03:4

drwxrwx——x 2 u0_a188 u0_a188 4036 2017- 4

drwxrwx=—x 2 u0_al88 u0_a188 4036 2017-11-22 03:43 databases

druxrux=—x 3 u0_alB8 u0_alB8 4036 2017-11-22 0344 fles

Irwxrwxrwx 1 root  root 41 2017-11-22 03:41 Tib -> /data/app/com. tencent
drwx———— 3 u0_a188 u0_a188 4096 2017-11-22 03:42 shaders

drwxrwx==x 2 u0_al88 u0_alB8 4036 2017-11-22 03:44 shared prefs

droc—— 7 u0_al88 u0_alBg 4095 2017-T1- : xIib

2 app_tombs
3 cache
-22 03:41 code_cache

Fig. 9. directory of Mobile QQ International
application

V. F2|HZE o2t 2792 P2

Authorization Token Authorization Token

Analysis Client

Environment m (App Service) (‘) Resource Server

Login Access Access Token
% Account Credentials

(OAuth Token)

Target device

Fig. 10. Flow chart for detouring Login using
OAuth Credentials
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Table. 3. Leakable personal information from
third-party application using Oauth token

OAuth - App. Leakable
. Application . Personal
Provider function .
Information
Gmail email email
content
GoogleDrive clqud file
storage
GoogleMap map location
photo file
GooglePhoto .
storage (image)
Google | GoogleCalen personal
calender
dar schedule
Google chattin chatting
Hangout g dialogue
Dropbox cloud file
storage
SkyScanner | airline pur§hase
list
Naver mail email email
content
Interpark | shopping pur.chase
list
JinAir airline pur(.:hase
list
Ndrive cloud file
storage
Naver Timon shopping purliciltase
app purchase
Onestore market list
Coocha shopping pur.chase
list
Hotelscombi | accomom | purchase
ned odation list
. accomom | purchase
Booking.com odation list
Tencent QQ . chatting
QQ International chatting dialogue
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Table. 4. Directory location of OAuth Token
Data in various Android Versions and Devices

MOb.lle Device |Android|Credential|..
Device o . File name
Model |version| Location
Model
Sézllzlg;g SHV- 499 /data/syst| accounts
a4 E330K % lem/users/0] .db
Samsung /data/syst| accounts
Galaxy SM- 70 em_ce/0 | _ce.db
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em de/0 | _de.db
Samsung /data/syst| accounts
Galaxy SM- 70 em_ce/0 | _ce.db
97 G930S /data/syst| accounts
em de/0 | _de.db
LG- /data/syst| accounts
LG G4 F5008 5.1 em/users/() .db
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